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Identification via Aadhaar Biometric

Pensioner can perform identification from the portal via two modes:

A. Manuel Life certificate (MLC).
B. Digital Life certificate (DLC).

Digital Life Certificate can be given by Pensioner using following two ways:

a) ldentification via Jeevan Pramaan
b) Identification via Aadhaar Biometric

In this document we have covered the steps on how the identification can be performed using
Aadhaar Biometric.

Following is the broad categorization of the pre-requisites & steps involved on how to perform
identification using Aadhaar Biometric.

Download Mantra RD Service setup.

How to install Mantra -MFS100 driver setup installation

Mantra RD Service Installation.

MFS100 Registered Device detect.

RD Service Test Application.

Proxy Setting.

Browser Configuration for Web RD Test.

Device Registration on Management Server.

. Technical Support.

10. Performing Digital Life certificate (DLC) by capturing Biometric.
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1. Download link for Mantra RD Service Setup.
Registered device service of MFS100 is fully compatible with latest Aadhaar Authentication API.
Registered device service Setup for MFS100 is available on our download portal

http://download.mantratecapp.com/Forms/DownLoadFiles

©&F MANTRA PRODUCTS - DOWNLOAD

/2 Dirvver and MFS100D Client service (Mon-Aadhaar Application) setup

WINDOWS Download MFS100 Driver

APl 2.5 and E-Kyc AF| 2.5 compliance (alsc Z Download MFS100 Driver - Windows %P 8,10

WINDOWS Download MIST00W2 Driver

snce (alsc & Download MISI00WZ Driver

ANDROID Download MANTRA RD Service

Install Mantra RD Service & MFS100 Driver Setup

2.Mantra MFS100 Driver Setup Installation.

i. Right click on setup file and select “Run as administrator”.

Note: To install MFS100 scanner drivers and necessary service, setup need to access system32
folder. In this case setup need administrator privileges.

=

Marme Date medified Type Size

Q) MFS100Driver.exe 6/8/2017 517 PM __ Application 15,428 KB
Open

%  Run as administrator
Troubleshoot compatibility

o Edit with Notepad++

W™ Select Left File for Compare



http://download.mantratecapp.com/Forms/DownLoadFiles

ii. Click on “Next” button.

& Setup - MFS100Driver L= -]

Welcome to the MFS100Driver
Setup Wizard

Thig will install MFS 100Driver version 9.0,2,4 on your
computer,

Itis recommended that vou close all other applications before
continuing,

Click Mext to continue, or Cancel to exit Setup,

I Mext = I Cancel |

iii. Click on “Install” to install the Driver.

Ready to Install
Setup is now ready to begn installing MFS 100Driver on your computer.

Click Install to continue with the nstallation, or dick Back if you want to review or
change any settings.

Destinaton location:
C:\Program Files\Mantra\MFS 100\Driver

< Back i Install l Cancsl




iv.  Click on “Finish” to finish the installation process.

@ Setup - MFS100Driver =]

Completing the MFS100Driver
Setup Wizard

Setup has finished nstalling MFS 100Driver on your computer,

Click Finish to exit Setup.

3.Mantra RD Service Installation.

i. Right click on setup file and select “Run as administrator”.
Note: To install Mantra RD Service, setup need administrator privileges.

Q MantraRDService.exe . 71141 ARA
Open
*  Run as adminestrator
Troubleshoot compatibility
el  Edt with Notepad+ +

¥ Select Left File for Compare




ii. Click on “Next” button.

@ Setup - Mantra Registered Device Service Production L (S

Welcome to the Mantra
Registered Device Service
Production Setup Wizard

This will install Mantra Registered Device Service Production
version 1.0.0 on your computer

It s recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup,

{_ Next > ] Cancel

iii.Click on “Install” to install the Driver.

) Setup - Mantra Registered Device Service Production = |

Ready to Install

Setupis now ready to begin installing Manira Regstered Device Service
Production on yoJr compuber,

Click Tnstall to continue with the instalation, or dice Back if wvou want 1o review or
change any setings.

Destnabion ocation:
C:'Program Files PManira \RDService \MFS 100

= Back l Install l| Cancel




iv. Click on “Finish” to finish the installation process.

[E=0 i=

‘. Setup - Mantra Registered Device Service Production

Completing the Mantra Registered
Device Service Production Setup
Wizard

Setup has finished installing Mantra Registered Device Service
Production on your computer.

Click Finizh to exdit Setup,

v. After installation of RD Service, it can be found under Services from “Control Panel\All Control

Panel ltems\Administrative Tools”.

Services (Loca)
Mantra AVOM Name . Description
| . ' Mantra AVDM Mantra Azdhaar Vendor Device Manager
;Lc_;_the e Mantra AVOM Helper Mantra Aadhaar Vendor Device Manager Helper
Restart the service —_— —— - .

Stabs  Startup Type
Started  Automatic
Started  Automatic




4.

MFS100 Registered Device detect.

i. When RD Service will detect public device, it will convert it into registered device and user will
be notified again with success response by RD Service.

ii. After that user need to unplug and plug his/her device.

You have successfully converted device into aadhaar
registered device.
Kindly unplug and plug your device again.

iii. If the device is not listed at Mantra Management Server than user will be notified with below message.
In such cases user needs to contact with our Service Team at http://servico.mantratecapp.com .

Emor: -215(Please get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+51-75-45068000 )

Ver: 1.1 m

iv. Once registered MFS100 device will be plugged to the system, RD service will detect it automatically
and validate it on Mantra’s Management Server.



http://servico.mantratecapp.com/
http://servico.mantratecapp.com/

v. Once validation competed then it will generate below popup for user information.

Framework is ready to use

E

5. RD Service Test Application

a) HTTP : https://rdtest.aadhaardevice.com/

b) HTTPS : https://rdtest.aadhaardevice.com/ (Test https URL if your website is in https).

i. By running RD Service Test application, user can detect all RD Services installed in their system.

[itialized Framewark

Discover AVDM

Device Info

Select Option to Capture
ADM [NOTREADY)Sacure Manira Aufhentication Vendor Device Man v
, _ Finger Count| ' ¥ FingerType FMR v
Timeaut 10000 * PidVer |20 viEn PP v

IisCount | 0 ¥ IrigType | SELECT v
Wadh FaceCount | 0 v FaceType | SELECT v

DataType Ko



https://rdtest.aadhaardevice.com/
https://rdtest.aadhaardevice.com/

ii. User can get Device Information which is connected to its system.

Select Option to Capture

iz Wi AVDM (NOTREADY)Securs Mantre Authenteaton Vendar Device Man ¥
E— Timeout 10000 ¥ | PidVer 20 Y|y | FP oY Finger Count| 7 ¥ |Finger Type| MR ¥
o i Iris Count 0 ¥ |Ins Type SELECT ¥
e
DataType e
PERSONAL IDENTITY(P) L
Name; Match Valuey| Sel=ct A el -
~—laoionn Care OF; Building;
B
E e e e Age Landmark Street|
trategy:|Fu =
Local Name; LocalMatchValuey| Select ¥ Locah-ty: PO han.we:
DOBY Gender| Sekct v . C‘.Wi Sub Dist;
- District; State
Phone; Email}
PinCode; Match Strategy:| ® Exact
DOB Typey| select T
PERSONAL FULL ADDRESS(PFA)
Match Strateqy]] ® Exact C Partial O Fuzzy | Match Value{[Selest ¥ Local Match Value][Slest ¥
Address Value: Local Address:
2 Z

iii. By calling capture function of RD service, user can capture biometric data.

avdm/device info
<?ml version="1.8"?»
<DeviceInfoy
<zdditional_info>
<Param name="srno" value="" [»
<Param name="sysid" value="" /»
<Param name="ts" value="2020-83-17T17:58:07+85:38" />
¢/additional_info>
¢/Devicelnfor

pid options
¢3ml version="1.8"?» <PidOptions ver="1.8"» <Opts fCount="1" fType="8" iCount="¢" pCount="@" format="" picVer="2.8" timeout="108@8" posh="UNKNOWN" env="PP" /> </PidOptions>

pid data
<uml version="1.8"2»
¢PidData>
<Resp errCode="8" errInfo="5uccess" fCount="1" fType="8" nmPoints="37" gScore="86" /»

<DeviceInfo dpId="MANTRA.MSIPL" rdsId="MANTRA.WIN.B01" rdsVer="1.0.1" mi="MFS10@"
me="HI1EF2CCAv+gAWTBAZTEARS /ADANBgK Nk 169WRBAQSF ADCBETEGMCEGAILEAX M RFMETHF UAHINTF

vZnR1Y2gg5HSkakEgUHZRTEx8ZCALMUBMSHYDVQ)ZEORCID My BTaGFwYXRoIEn12GEgb3Bub3NpdGUER 3V YXIndCBTakido I ENdX QT FgRyBT
ahldod2F STEFobkVkYWInZDESMBAGALUE CRMIQWhE ZWRhYmF kMRAKDEYDVOQI EwdHdklph cmF MR TWEAYDVGQ léhobml Y I TAJBENVBAGTHE 1hbnRy YSBTb 228 ZWNoTEL uZG1NIFB2dCBMAG0xCzAIBENVBAY TAK LOMBAXDT kDMK JA2NT QyN1eXDT Iw
MDMyOTASMiMyOF ougbaxITABENVBAMTHELhonRy YSBTo2Z8ZWNoLELuZG1n I FB2dCBMAGQxH JACBENVBASTFUIpb21 1dHpYyBNYWS1ZmF JdHVy ZTEOMAWGALUEChMF TVNIUEwXE JAQBgNVBACTCUFTTUVEQUIBRDEQMAAGATUECBMHRIVKQVIBVDELMAKGATUE
BMCSU4xIDA1 Bekahk1G3wABCOEWFXN cHBvC nRABWFudHIhdGViLmNvbTCCASIWOQYIKoZ ThveNAQEBBOADEEEPADC CAQoC ogEBANTTS /g EZAIE/ EPhCqdrVkTIDL3t FEKgCC4reNnT7gSA2 I groRaGBy 7TBgSBCIctBAFkYDI  rEfuakral S0uk TdMPkPaPy
Tnws 7Q2pZV+9+yhlk40amt CXC+1 HhxNVPHy AwHSW Fa80d xweiyiRTTcI7QPav1QZ710+K zrmHy DsNhakHxBE TXhyrod+huUNLACTWHKMF +upDpuT Z6NTFOEY77ug TLAG7 c@3HWFKC EwdRYNZ UBMxcqpF @z 8d 7w pT Zeal Ipg23d1iAkg/ poT7KdoNE1QWSLEVDCR
XFgz5p5PzUseVidTDOIRENBATI00x+a15ICYIZr+EpF {Unk101cCAWEAATANBgkghk G 9wdBAQsFAADCAQEACQHS 29y Mtz zv X8+ F ITZTAvYuUByywOkdeY 21 0WT c18dbb4ASznidwzkitoPEfDzQISs 56URIZ2kUOvHyubnrFQI TXgL 22 1ZETHFDQLYRSI TS




. Proxy Setting

Proxy in Network (if proxy is required to connect internet)

I. After installation of RD Service (updated on 04-Dec-2017) below Application — Config Mantra RD
Service shortcut will be available on ‘desktop’ as well as in ‘All Programs’.

2 & >

Computer Ammyy-... AnyDesk.exe TeamViewer

11

|~ Config Mantra RDService

a Default Programs

% Desktop Gadget Gallery

. Entrust IdentityGuard Soft Token
¢ Google Chrome

m

Enter Proxy Server Enter Proxy Port

\
[ Configure Mantra RD Sennes ¥ |

Proxy Settings

i

Proxy Server Porxy Server Proxy Port Port]

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

[restproxy || save proxy | ||




Enter Username and Password if Proxy Authentication is required otherwise keep as Blank.

Proxy Server 192.168.1.207 Proxy Port 809

User Name Password

X

ﬂ! Proxy OK

On “OK” Message of Test Proxy, click on Save Proxy.

Keep blank UserName & Password if Proxy Authentication is not required

Test Proxy

e ——
——

Iv. You need to “Unplug and Plug” device so RD Service will take that proxy setting to communicate

“‘Mantra Manag

ement Server”.

r

QMIMMMS- ——

e

Automatic configuration

use of manual settings, disable automatic configuration.

[V]Bypass proxy server for local addresses

Automatic configuration may override manual settings. To ensure the

Automatically detect settings
[ Use automatic configuration script
Address ‘
Proxy server
@ﬁaproxyservafqyoulm('rheseset&\gswimtapﬂyto
-up or VPN connections).
Address:  192.168.1.99 Port: 808

|

OK

J [ concel |




7. Browser Configuration for Web RD Test

1) Chrome

Open chrome browser and write below in URL and click on Enable “Allow invalid certificates for
resources loaded from localhost” and then click “RELAUNCH NOW”

chrome://flags/#allow-insecure-localhost

Q Bearch flags Reset all to default

@ Allow invalid certificates for resources loaded from localhost.

Allows requests to localhost over HTTPS even when an invalid certificate is presented. - Enabled .
Mac, Windows, Linux, Chrome 083, Android

#allow-insecure-localhost

2) Firefox

Open Firefox browser and write below in URL and click on “I Understand the Risks”, click “Add
Exception”, it will open Add Security Exception popup and then click “Confirm Security Exception”.

https://127.0.0.1:8005

17001 ea B & R =
Add Security Exception i)
This Connection is Untrusted Yiou are about o overnide how Frefox identifies this site.
& | Legitimate banks. stores, and ather publbe sites will not ack you to do this.
Weu hive wiked Fingfan to connect iecurely 16 127.000.1:3005, b

conmection it seCue. .

(PP 712750, 5055 v
Memnally, whin you try 1o connect securely, sites will present trag | Get

#re going o the right place. However, this site's identity can't be
o F ) Certificate Status

‘What Should I Do? This site attempts to identify itself with invalid informaticn. Viewe
¥ you uually conmect e this Site with et prekilems, this emer cod)|  Wirong Site
imperscnate the site, and you sthoudn't cominge.
Cestificate belongs to & different site, which could indicabe an identity theft.
Gat m cartof harsl Ueiknerwn Ledertity
Technical Details | . below link Cestificate is not trusted, because it hasn't been vesified by a recognized authority

UG & U Rignature
1 Understand the Risks

¥ you understand what's going on, you can tell Firefox to start truf!
you inst the site, this error could mean that someone i tampd

Dion't sdd sn eeception unless you know there's 1 good reason i
wentification. 2. Click below butten

P hi: i
%] Bermanently sore this eceplion o o) b low button
| Add Exceplion. | .
Confirrn Secuity Exetplion | Cangel




8.Device Registration on Management Server

To list device pre-production or production, send serial number of device to servico@mantratec.com

9. Technical Support

Mantra Support Team:
support@mantratec.com & servico@mantratec.com
This information can be shared with your clients or end user for any kind of technical support.

10. Digital Life certificate (DLC). using Capture Biometric.

i. After Pensioner logs into the Portal, he/she needs to click on to the “Identification® link available in the
left menu bar.

ii. There is an option available as “Aadhaar”. Pensioner needs to select that option for performing
Identification using Aadhar Biometric. For Digital Life Certificate (DLC) pensioner Aadhar number and
area Pin Code should be in system. If these details are not available in SPARSH for the pensioner,
he/she cannot perform Digital Life certificate (DLC).

a) ldentification->Perform Identification-> Aadhar mode -> Select from available services — Capture
Biometric.

b) You can choose from multiple devices listed under “Select from Available Services” by clicking on
drop down button.

‘ L ' G Aol (3=T) G 15% ® GOVERNMENT OF INDIA | MINISTRY OF DEFENCE | & A A*
& =" Principal Controller of Defence Accounts (Pension) - =

. ) ) 2) SANJIVE SINGH i

Home  About SPARSH Pension Orders & Information ~ Contact & Support  Service Center Locator  FAQs Last Login : 12-Jan-2022 11:44:40 o

Resurfacing Identification

Al fields with * are mandator,
D Manual Life Certificate @ Aadhar

Select from available services *

(READY)Secure Mantra Authentication Vendor Device Manag v

Aadhar No *

XXXX XXXX 9058

Pin Code(As per Aadhar Address) *

380006

ith Aadhaar based authentication syste

te that | have no objection in authenticating myself wi nd consent to providin
y identity from APOnline Limited.| understand that the Biometrics | provide for QJHWE"N catio all be used only for authenticating my identity through the Aadhaa
‘or no other purposes. | understand that APOnline shall ensure security and confidentiality of my personal identity Ja a provided for the purpose of Aadhaar based a

Capture Biometric

y Aadhaar number, Biometric data for A

authentication for

ation system for that specific
ation.

c) Pensioner needs to click on the check box available above “Capture Biometric” button, if he
agrees with the declaration/acknowledgment provided.



mailto:servico@mantratec.com
mailto:support@mantratec.com
mailto:%20servico@mantratec.com%20

d) After clicking on “Capture Biometric” button to capture the thumb impressions. Once captured
successfully, Pensioner will see a message on the screen as “Aadhar Biometric validated

successfully”.

11. Identification from Service Center using Aadhar Biometric:

i. From left menu select Service request and Grievance — Select Pensioner Detail for authentication.

ii. In“Authentication Type”, select “Aadhaar Biometric” option.

iii. Click on “Proceed”.

m &1 TG Y A () &2
& =77& Principal Controller of Defence Accounts (Pension) i
Home  About SPARSH  Pension Orders & Information ~ Contact & Support  Service Center Locator

g GOVERNMENT OF INDIA | MINISTRY OF DEFENCE | & A A™
Service Center A\
FAQs Last Login : 07-Jan-2022 15:01:41 O

Service Request And Grievance

Pensioner Name

SAROJ SINGH

2 SANJIVE SINGH

Authentication Type *

Osend OTP @Aadhar Biometric

Account Status

Active

Inactive




iv. Now proceed to Aadhaar Biometric Authentication Screen — Select From Available services —
Click on the checkbox, displaying the self-declaration — Click on Capture Biometric.

m &1 a1 WY e ()

& ==& Principal Controller of Defence Accounts (Pension)

[O% | ¥ GOVERNMENT OF INDIA | MINISTRY OF DEFENCE | a AA*

Service Center

Home  About SPARSH  Pension Orders & Information ~ Contact & Support  Service Center Locator  FAQs Last Login : 07-Jan-2022 15:01:41 o

Aadhar Biometric Authentication

Aadhar No

Select from available services *

(READY)Secure Mantra Authentication Vendor Device Mana¢ v

Aadhar No *

XXXX XXXX 4683

Pin Code(As per Aadhar Address) *

382421

[ 1 hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent to providing my Aadhaar number, Biometric data for Aadhaar based authentication for
Authenticating my identity from APOnline Limited.| understand that the Biometrics | provide for authentication shall be used only for authenticating my identity through the Aadhaar Authentication system for that
specific transaction and for no other purposes. | understand that APOnline shall ensure security and confidentiality of my personal identity data provided for the purpose of Aadhaar based authentication

Capture Biometric

v. After clicking on “Capture Biometric”, user will see a message as “Aadhaar Biometric validated
successfully”.

Note*: Further steps to perform identification via Aadhaar Biometric is same as mentioned in Process No 10
explaining the steps for identification.




12. Track Status from Service Center using Aadhar Biometric:

Now claimant/pensioner can get authenticated using Aadhaar biometric. Following are the steps mentioned
below:

i. From Menu select Track status — Enter Token no, Personal Number or Mobile Number — Click on
Authentication type as “Aadhar Biometric” and click on Proceed.

ii. Now proceed to Aadhar Biometric Authentication — Select from Available services —Click on check
box of self-declaration — Click on Capture Biometric.

n N\ <& T neTH e (GRE) T
2 &ﬂ ’ . 15% ¥ GOVERNMENT OF INDIA | MINISTRY OF DEFENCE | a A A*
& =7 Principal Controller of Defence Accounts (Pension) s
: : " Service Center "
Home  About SPARSH  Pension Orders & Information  Contact & Support ~ Service Center Locator  FAQs Last Login : 07-Jan-2022 15:01:41 o
Track Status
Token No Name Personal/PRAN/GPF/Cadet/Regimental Number
88887852P
Mobile Number
9662545053
Authentication Type *
Send OTP ' Aadhar Biometric
=
Aadhar Biometric Authentication
Aadhar No
Select from available services *
"4’ : ' o AT 7 1O% ® GOVERNMENT OF INDIA | MINISTRY OF DEFENCE | & A A*
& =~ “& Principal Controller of Defence Accounts (Pension) = -
. < . Service Center A
Home About SPARSH Pension Orders & Information Contact & Support Service Center Locator FAQs Last Login : 07-Jan-2022 15:01:41 O

Aadhar Biometric Authentication

Aadhar No

Select from available services *

(READY)Secure Mantra Authentication Vendor Device Mana¢ v

Aadhar No *

XXXX XXXX 4683

Pin Code(As per Aadhar Address) *

382421
O 1 hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent to providing my Aadhaar number, Biometric data for Aadhaar based authentication for

Authenticating my identity from APOnline Limited.| understand that the Biometrics | provide for authentication shall be used only for authenticating my identity through the Aadhaar Authentication system for that
specific transaction and for no other purposes. | understand that APOnline shall ensure security and confidentiality of my personal identity data provided for the purpose of Aadhaar based authentication.

Capture Biometric

iii. After clicking on Capture Biometric, user will see a message as “Aadhar Biometric validated
successfully”.

iv. The details with respect to Token Number will be displayed post verification/validation.




